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(57) ABSTRACT

The present invention is a stream data anomaly detection
method for detecting an anomaly in input data received by a
computer. The computer has: an input module for receiving
the input data; an anomaly detection unit for detecting an
anomaly in the input data; and an index management unit for
calculating an index for the detection of an anomaly in the
input data. The anomaly detection unit compares the received
input data with the index and detects an anomaly in the input
data when the difference between the value of the input data
and the index satisfies a predetermined condition. The index
management unit determines whether or not the index should
be recalculated, and, when the index is determined to be
recalculated, the index management unit recalculates a new
index on the basis of the input data and substitutes the index
with the calculated index.

10 Claims, 16 Drawing Sheets
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1
STREAM DATA ANOMALY DETECTION
METHOD AND DEVICE

BACKGROUND

This invention relates to a stream data processing system,
and more particularly, to an anomaly detection technology
and a performance guaranteeing technology that are used for
stream data processing.

On a computer for executing stream data processing,
pieces of continuously-received data are processed without
interruption, and predetermined processing such as determi-
nation, complementation, prediction, or anomaly detection is
performed. However, an abrupt increase in received data
increases latency, and a real-time property desired by a user
cannot be maintained.

Therefore, there is known a technology in which a plurality
of' modes of processing different in processing time and accu-
racy are provided in advance, and the mode of processing to
be used is selected so as to satisty the latency requested by the
user depending on a data amount, to thereby reduce a whole
arithmetic operation amount and maintain the real-time prop-
erty (see Japanese Patent Application Laid-open No. 2010-
206486).

Further, in the field of anomaly detection processing, there
is known a technology for reducing the arithmetic operation
amount by determining, each time data having a given fixed
data amount arrives, whether or not an index used for
anomaly detection needs to be recalculated based on an accu-
mulating total of a distance between newly-arrived data and
the index used so far (see Japanese Patent Application Laid-
open No. 2009-199289).

SUMMARY

In the anomaly detection processing for stream data, in a
case where the index (for example, principal component in a
principal component analysis) used for detection is recalcu-
lated at each arrival of the data when the data increases, a
massive arithmetic operation amount is necessary, and the
real-time property of the stream data processing cannot be
maintained.

Here, Japanese Patent Application Laid-open No. 2010-
206486 has a precondition that selectable modes of process-
ing all have an arithmetic operation time and the accuracy
evaluated in advance, and has a problem of being unable to be
applied to a case where the accuracy cannot be evaluated
unless the arrived data is processed in actuality as in an
anomaly detection technique.

Therefore, a consideration of applying a method of Japa-
nese Patent Application Laid-open No. 2009-199289 to a
real-time maintenance method of Japanese Patent Applica-
tion Laid-open No. 2010-206486 raises a problem in that
there is a fear that the real-time property of the stream data
processing may not be maintained due to a recalculation
count being too large because it is determined whether or not
the recalculation of the index is necessary once every time a
fixed number of pieces of data arrive and because a threshold
value for calculating the index to be recalculated, which is
used for the determination, is fixed. In other words, the deter-
mination for the recalculation of the index is performed every
time the number of pieces of arrived data reaches the thresh-
old value, and hence if the data amount of stream data rapidly
increases, a computer resource is consumed for the recalcu-
lation of the index, resulting in a problem of an increase in the
latency of the stream data processing.
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An object of this invention is to solve the above-mentioned
problems and to provide an anomaly detection method and a
device therefore that are capable of executing an anomaly
detection technique with high accuracy while maintaining a
real-time property in stream data processing.

A representative aspect of this invention is as follows. An
anomaly detection method for stream data, for detecting an
anomaly from input data received by an interface on a com-
puter, the computer comprising: a processor; a memory; the
interface; an input module for receiving the input data; an
anomaly detection module for detecting the anomaly from the
input data; and an index management module for managing
an index for detecting the anomaly from the input data, the
anomaly detection method for stream data comprising: a first
step of receiving, by the input module, the input data received
by the interface; a second step of comparing, by the anomaly
detection module, the received input data with the index, and
when a difference between a value of the input data and the
index satisfies a predetermined condition, detecting the
anomaly from the input data; a third step of determining, by
the index management module, whether or not to recalculate
the index; and a fourth step of recalculating, by the index
management module, a new index based on the input data
when it is determined that the index is to be recalculated, and
substituting the index by the calculated index, the third step
comprising: a fifth step of calculating a maximum count of the
recalculation of the index based on an amount of the unproc-
essed input data that is yet to be processed by the anomaly
detection module among pieces of input data received by the
input module, an arithmetic operation time required for the
recalculation of the index, and a time constraint set in
advance; a sixth step of calculating a predetermined threshold
value corresponding to a number of pieces of input data
received after the previous calculation of the index; a seventh
step of calculating the difference between the value of the
input data and the index; an eighth step of comparing the
difference with the predetermined threshold value corre-
sponding to the number of pieces of input data, determining
that the predetermined threshold value is to be recalculated
when the difference is larger than the predetermined thresh-
old value, and executing processing for executing the recal-
culation of the index until the maximum count of the recal-
culation is reached; and a ninth step of substituting the index
by the recalculated new index.

According to this invention, it is possible to dynamically
change the timing to recalculate the index for anomaly detec-
tion depending on the amount of the input data and the time
constraint. Accordingly, it is possible to provide the stream
data processing technology exhibiting high accuracy of the
anomaly detection for the input data while maintaining the
real-time property in an entirety of a stream data processing
system.

BRIEF DESCRIPTION OF THE DRAWINGS

FIG. 1 is a block diagram illustrating an example of the
computer system for performing the stream data processing
according to a first embodiment of this invention.

FIG. 2 is a block diagram illustrating an example of the
stream data processing server according to the first embodi-
ment of this invention.

FIG. 3 is a block diagram illustrating functional compo-
nents of the stream data processing system according to the
first embodiment of this invention.

FIG. 4 is an explanatory diagram illustrating an anomaly
detection technique according to the first embodiment of this
invention.
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FIG. 5A is a diagram illustrating an example of the time
required for the processing of the anomaly detection module
according to the first embodiment of this invention.

FIG. 5B is an example of the index calculation processing
time necessary to recalculate the detection index according to
the first embodiment of this invention.

FIG. 5C is the processing time table obtained by calculat-
ing the entire processing time according to the first embodi-
ment of this invention.

FIG. 5D is an example of the requested information for
setting a relationship between the data amount and the request
processing time according to the first embodiment of this
invention.

FIG. 5E is a block diagram illustrating an example of the
processing time information of the index information storing
module according to the first embodiment of this invention.

FIG. 6 is an example of the degree of discrepancy being the
statistical information on the distance of the data that arrives
after the calculation of the detection index according to the
first embodiment of this invention.

FIG. 7 is a flowchart in which the recalculation criterion
determination module derives the recalculation criterion
according to the first embodiment of this invention.

FIG. 8 is an example of a recalculation criterion calculated
in the processing of FIG. 7 according to the first embodiment
of this invention.

FIG. 9 is a flowchart illustrating an example of the process-
ing for determination of the recalculation of the detection
index according to the first embodiment of this invention.

FIG. 10A shows an example of input data according to the
first embodiment of this invention.

FIG. 10B shows the determination result of the recalcula-
tion, the detection index, and a midway result thereof that are
output as a result that the index calculation determination
module according to the first embodiment of this invention.

FIG. 11 is a diagram illustrating a functional block con-
figuration of the software for executing the anomaly detection
processing for the stream data processing system according to
a second embodiment of this invention.

FIG. 12 is a flowchart illustrating processing for determi-
nation of the recalculation of the detection index and for the
recalculation according to a second embodiment of this
invention.

FIG. 13A is an example of the past index according to a
second embodiment of this invention.

FIG. 13B is an example of a distance from the input data is
obtained for each of the entries of the past index according to
a second embodiment of this invention.

FIG. 14 shows the determination result of the recalculation
according to a second embodiment of this invention.

DETAILED DESCRIPTION OF THE PREFERRED
EMBODIMENTS

Now, embodiments of this invention are described in detail
with reference to the accompanying drawings. It should be
noted that in all the drawings for illustrating the embodi-
ments, the same members are denoted by the same reference
numerals in principle, and the same descriptions of the same
reference numerals are omitted. Further, in the embodiments,
a program executed by a computer or the like that forms a
processing server for executing stream data processing, in
other words, query processing for input stream data is
referred to also as “function”, “means”, “module”, or the like.
For example, a function of an execution mode determination
program is referred to also as “execution mode determination
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function”, “execution mode determination means”,
tion mode determination module”, or the like.

execu-

First Embodiment

First, with reference to FIG. 1 and FIG. 2, a basic configu-
ration of a computer system for executing stream data pro-
cessing according to a first embodiment of the present inven-
tion is described.

FIG. 1 is a block diagram illustrating an example of the
computer system for performing the stream data processing.
As illustrated in FIG. 1, in the computer system for executing
the stream data processing, a stream data processing server
100 and computers 101, 102, and 103 are coupled to a net-
work 104. The stream data processing server 100 receives
data 108 from the computer 102 for outputting a data source
107 via the network 104. An execution result 110 processed
on the stream data processing server 100 is transmitted to a
result-using application 109 on the computer 103.

Further, on the computer 101, a query registration com-
mand execution interface 105 is executed in order to register
a query for executing the stream data processing in the stream
data processing server 100. Arbitrarily-selected two or three
of those computers 101, 102, and 103 can be formed by one
computer or can be integrated into the stream data processing
server 100.

FIG. 2 is a block diagram illustrating an example of the
stream data processing server 100. As illustrated in FIG. 2, the
stream data processing server 100 includes a memory 202
being a storage unit, a central processing unit (CPU) 201
being a processing unit, a network interface (I/F) 204, a
storage 203 being a storage device, and a bus 205 for coupling
those components to one another. A stream data processing
system 206 for defining contents of the stream data process-
ing is stored on the memory 202. The stream data processing
system 206 is an executable image that can be interpreted and
executed by the CPU 201 as described later in detail.

As illustrated in FIG. 2, the computer that forms the stream
data processing server 100 is coupled to the external network
104 via the network interface 204 being an interface unit. It
should be noted that the number of computers that form the
stream data processing server 100 may be at least two instead
of'one, but the description is made here referring to the draw-
ing illustrating a configuration of one computer.

The stream data processing server 100 receives a query 106
(see FIG. 1) defined by a user via the query registration
command execution interface 105 executed on the computer
101 coupled to the network 104. The stream data processing
system 206 of the stream data processing server 100 forms
inside itself a query graph that can execute the stream data
processing based on the definition of the query 106. After that,
the stream data processing server 100 receives the data 108
transmitted by the data source 107 executed on the computer
102 coupled to the network 104. The stream data processing
server 100 processes the data based on the internal query
graph, generates the execution result (output data) 110, and
transmits the execution result 110 to the result-using applica-
tion 109 executed on the computer 103.

The storage 203 holds the query 106 received once in
addition to the stream data processing system 206. The stream
data processing system 206 can also load the definition of the
query 106 from the storage 203 at boot to form the query
graph.

The configuration of the stream data processing server
according to this embodiment described here is merely an
example. The number of computers does not need to be one,
and the stream data processing server according to this
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embodiment may be formed of a plurality of computers. The
CPU 201 being the processing unit of the computer may be
formed of two processors on the same computer, and in addi-
tion, the two processors may be two calculation cores within
one multi-core CPU. In this specification, the server may
adopt any configuration that includes at least the processing
unit, the storage unit, and the interface unit.

FIG. 3 is a block diagram illustrating functional compo-
nents of the stream data processing system according to the
embodiment of this invention.

FIG. 3 is a diagram illustrating a functional block configu-
ration of software for executing an anomaly detection method
for the stream data processing system according to the first
embodiment. It should be noted that in the figure, the thick
blocks indicate functions of various kinds of software
executed by the CPU 201 being the processing unit of the
stream data processing server 100. Further, in the figure, the
thin blocks schematically indicate areas for holding various
kinds of data retained on the memory 202 or the like when the
software is executed.

In FIG. 3, the stream data processing system 206 includes
an input data reception module 301 for receiving the input
data 108, a query reception/analysis module 307 for receiving
the query 106 in which details of anomaly detection are
described, an anomaly detection module 302 for detecting an
anomaly described in the query 106 from the input data 108,
and an output data transmission module 304 for outputting
the execution result 110 of the anomaly detection from the I/'F
204 to the network 104.

It should be noted that in this specification, for the sake of
convenience, the input data reception module 301 and the
output data transmission module 304 are sometimes referred
to collectively as “interface module”. The interface module
may be the same as the interface unit illustrated in FIG. 2, but
is not necessarily the same, and the interface module may
preferably be a functional interface module of the stream data
processing system 206 itself executed on the stream data
processing server 100.

Here, the anomaly detection module 302 retains a detection
index 303 used to detect the anomaly from the input data 108.
Further, a queue 305 retains data that has been input by the
input data reception module 301 and has not yet been pro-
cessed by the stream data processing system 206.

In addition, the stream data processing system 206
includes: an execution result acquisition module 306 for
acquiring an amount of the input data 108 received by the
input data reception module 301, a received time thereof, a
request processing time, an amount of unprocessed data accu-
mulated in the queue 305, and a time at which the output data
transmission module 304 transmits the execution result 110;
and an index calculation management module 310 for man-
aging calculation of the detection index 303. It should be
noted that the amount of the unprocessed data retained in the
queue 305 can be obtained as a size of the input data 108
retained in the queue 305 or a number of pieces of input data
108.

Here, the index calculation management module 310
includes an index information storing module 315 for hold-
ing: processing time information 316 for retaining, from the
execution result acquisition module 306, a processing time
for the anomaly detection module 302 for each amount of the
input data 108 and a processing time required to calculate the
detection index 303; and a degree of discrepancy 317 being
statistical information on a distance of data that arrives after
the calculation of the detection index 303. Further, the index
calculation management module 310 includes a calculation
count determination module 311 for determining a calcula-
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6

tion-enabled count of the detection index 303 based on the
current size of the queue 305 and the processing time infor-
mation 316. In addition, the index calculation management
module 310 includes: a recalculation criterion determination
module 312 for determining a criterion for recalculating the
detection index 303 based on the size of the queue 305, the
calculation-enabled count, and the degree of discrepancy
317; an index calculation determination module 313 for mea-
suring the distance between the input data 108 and the current
detection index 303 in accordance with a recalculation crite-
rion, to determine whether or not to perform recalculation;
and an index calculation module 314 for calculating the
detection index 303 based on a determination result from the
index calculation determination module 313.

The CPU 201 illustrated in FIG. 2 operates based on pro-
grams of the respective function modules constituting the
stream data processing system 206, thereby operating as
function modules that implement given functions. For
instance, the CPU 201 functions as the anomaly detection
module 302 when executing processing based on an anomaly
detection program. The same also applies to other programs.
The CPU 201 also operates as function modules that imple-
ment a plurality of processing procedures executed by the
respective programs. The computers and the computer sys-
tem are devices and system that include these function mod-
ules.

Programs, tables, and other types of information used to
implement the respective functions of the stream data pro-
cessing system 206 can be stored in a storage device such as
the storage 203, anon-volatile semiconductor memory, a hard
disk drive, or a solid state drive (SSD), or in a non-transitory
computer-readable storage medium such as an IC card, an SD
card, or a DVD.

Next, with reference to FIG. 4, a description is made of an
example of an anomaly detection technique performed by the
anomaly detection module 302 of the stream data processing
system 206 according to this embodiment. In FIG. 4, values of
a plurality of pieces of input data 108 are indicated as points
401 to 404 on a plane having two axes of an X-axis and a
Y-axis. Of those, hatched points (for example, points 401) are
points indicating the values of the pieces of input data 108
used to calculate the detection index 303. The black point 402
is a mean value of all the hatched points, and becomes the
detection index 303 calculated from the plurality of pieces of
input data 108.

Further, the points 403 and 404 are the pieces of input data
108 that newly arrive at the stream data processing server 100
after the detection index 303 is calculated. At this time, the
stream data processing system 206 does not determine that
the point 403 being newly-input data exhibits an anomaly
because a Fuclidean distance thereof from the point 402
being the detection index 303 is short. In other words, if the
Euclidean distance between the point 403 of the input data
and the point 402 of the detection index is equal to or smaller
than a predetermined anomaly determination threshold value,
the anomaly detection module of the stream data processing
system 206 determines that the point 403 indicates normal
input data.

On the other hand, the anomaly detection module 302 of
the stream data processing system 206 determines that the
point 404 being newly-input data exhibits an anomaly
because a Fuclidean distance thereof from the point 402
being the detection index is long. In other words, if the
Euclidean distance between the point 404 of the newly-input
data and the point 402 of the detection index exceeds the
predetermined anomaly determination threshold value, the
anomaly detection module 302 of the stream data processing
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system 206 determines that the value of the newly-input data
108 of the point 404 is anomalous.

Here, processing for calculating the detection index 303 for
detecting the anomaly from the input data 108 is processing
for calculating the mean value of the input data 108 at pre-
defined N points in the past (for example, N=10). In this
manner, the anomaly detection module 302 detects that the
input data 108 is anomalous if the distance between the detec-
tion index 303 and the value of the input data 108 exceeds the
anomaly determination threshold value. When detecting the
anomaly from the input data 108, the anomaly detection
module 302 outputs the execution result 110 indicating that
the anomaly has been detected from the input data 108 to the
output data transmission module 304.

It should be noted that in this embodiment, a description is
made of an example in which the anomaly detection module
302 detects an anomaly from the input data 108 by comparing
the Euclidean distance between the input data 108 and the
detection index 303 and the predetermined anomaly determi-
nation threshold value, but it suffices that the anomaly detec-
tion module 302 detects the anomaly from the input data 108
when a difference between the value of the input data 108 and
the detection index 303 satisfies a predetermined condition,
and this invention is not limited to the anomaly detection
technique illustrated in FIG. 4.

Further, an example in which the execution result 110 is
transmitted to an external computer after the anomaly is
detected from the input data 108 is described above, butin a
case where the stream data processing server 100 includes an
output device, an execution result may be output to the output
device.

Subsequently, with reference to FIG. 5A to FIG. 5E, a
description is made of processing of the calculation count
determination module 311 for determining the calculation-
enabled count of an index based on the current size of the
queue 305 and the processing time information 316 in the
stream data processing according to this embodiment.

FIG. 5E is a block diagram illustrating an example of the
processing time information 316 of the index information
storing module 315 of the index calculation management
module 310. The processing time information 316 includes:
ananomaly detection processing time 500 for retaining a time
period for anomaly detection processing; an index calculation
processing time 530 for retaining a time period required to
calculate the detection index 303; a processing time table 540
for retaining a relationship among the data amount, the pro-
cessing time, and a calculation count of the detection index
303; and request information 550 for retaining a requested
value of the processing time.

FIG. 5A is an example of the time 500 required for the
processing ofthe anomaly detection module 302 for each data
amount of the input data 108 per unit time. The anomaly
detection processing time 500 has each entry formed of an
input data amount 501 perunit time and a processing time 502
required for the anomaly detection module 302 to process the
input data amount. The anomaly detection processing time
500 stores the data amount 501 and the processing time 502
for each data amount as shown in entries 511 to 515.

The anomaly detection processing time 500 stores the
number 501 of pieces of input data 108 processed by the
anomaly detection module 302 and the time period required
for the anomaly detection processing in the processing time
502. Alternatively, a predetermined value may be set in the
processing time 502 as an initial value for each data amount
501, or the processing time 502 may be set for each the data
amount 501.
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It should be noted that the processing time for the input data
108 is a difference between a time at which the input data 108
is received by the input data reception module 301 and a time
at which the processing is finished by the anomaly detection
module 302.

FIG. 5B is an example of the index calculation processing
time 530 necessary to recalculate the detection index 303. The
index calculation processing time 530 stores the arithmetic
operation time 521 necessary to recalculate the detection
index 303 for each index #520. In the figure, for example, in
a case where the index #520 is “a”, an arithmetic operation
time is 3 msec. In the index calculation processing time 530,
each of the index #520 and the arithmetic operation time 521
may be one or may be at least two. In the index calculation
processing time 530, the time period taken when the index
calculation module 314 actually recalculates the detection
index 303 corresponding to the index #520 is stored in the
arithmetic operation time 521. Alternatively, a predetermined
value may be set in the arithmetic operation time 521 as an
initial value for each index #520. Alternatively, in a case
where a computer resource of the stream data processing
server 100 can be dynamically changed, a predicted value of
the time period required to recalculate the detection index 303
may be stored in the arithmetic operation time 521 depending
on an amount of the computer resource.

FIG. 5C is the processing time table 540 obtained by cal-
culating the entire processing time, which is taken when the
detection index 303 (for example, “a”) of the index #520 is
calculated in the anomaly detection processing time 500, for
each input data amount 501 and each of calculation counts
“0” to “5” of the index #520. FIG. 5C shows an example in
which the processing time table 540 stores a sum of a calcu-
lation time for the detection index 303 with the calculation
count being 0 to 5 and the processing time 502 for the
anomaly detection as the entire processing times 541 to 546.
It should be noted that the calculation count of O to 5 is a value
appropriately set depending on the amount of the input data
108 or performance of the stream data processing server 100,
and is not limited to 0 to 5.

In FIG. 5C, the processing time 541 with the calculation
count being 0 corresponds to a case where the detection index
303 is not calculated, and in this case, is equal to the process-
ing time 502 required for the anomaly detection processing
shown in FIG. 5A. The processing time 542 with the calcu-
lation count being 1 corresponds to a case where the detection
index 303 (“a”) is calculated once (3 msec), and in this case,
is equal to a value obtained by adding the arithmetic operation
time 521 of 3 msec required to calculate the detection index
303 to the processing time 502 required for the anomaly
detection processing shown in FIG. 5A. The same applies to
the processing times 543 to 546, and the processing time 546
with the calculation count being 5 corresponds to a case
where the detection index 303 (“a”) is calculated five times,
and in this case, is equal to a value obtained by adding the
arithmetic operation time 521 of 3 (msec)x5=15 (msec)
required to calculate the detection index 303 to the processing
time 502 required for the anomaly detection processing
shown in FIG. 5A.

FIG. 5D is an example of the requested information 550 for
setting a relationship between the data amount and the request
processing time for the stream data processing including the
anomaly detection and the recalculation of the detection
index 303. The request information 550 includes a data
amount 551 for storing the amount of the input data 108 and
a request processing time 552 set as a time limit for process-
ing the data amount. In this embodiment, a case where the
request processing time 552 is received from the computer
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101 or 102 by the input data reception module 301 with the
data amount set to a predetermined value (for example, 10) is
shown. The request processing time 552 can be input from the
computer 101 or the like.

The figure shows an example in which, when the number of
pieces of input data 108 is 10, the anomaly detection process-
ing and the recalculation of the detection index 303 are to be
completed within 8 msec set as the request processing time
552. It should be noted that the stream data processing system
206 subjects the request processing time in accordance with
the actual data amount to the arithmetic operation based on a
ratio between the data amount to be processed in actuality and
the data amount 551. For example, if the amount of the input
data 108 is 20, the request processing time 552 is set to
8x2=16 (msec). It should be noted that the example of input-
ting the request processing time 552 from the external com-
puter 101 or the like is shown, but a preset time constraint may
be set as the request processing time 552. Alternatively, in the
case where the computer resource of the stream data process-
ing server 100 can be dynamically changed, the request pro-
cessing time may be dynamically changed depending on the
amount of the computer resource.

Based on the respective pieces of information shown in
FIG. 5A to FIG. 5D, the calculation count determination
module 311 of the stream data processing system 206 deter-
mines the calculation count of the detection index 303 from
the amount of the input data 108 and the request processing
time 552. For example, if the amount of the input data 108 is
10 with the request processing time 552 being 8 msec, the
calculation count determination module 311 refers to the
processing time table 540 to acquire a maximum count cor-
responding to the entire processing times 541 to 546 being
equal to or less than 8 msec in a row whose data amount 501
is 10. In the example of the processing time table 540 shown
in FIG. 5C, a maximum value of the processing time equal to
or less than 8 msec with the data amount 501 being 10 is
“twice” corresponding to the processing time 543 of 7 msec,
and hence the calculation count determination module 311
determines a maximum calculation count m,,,, of the detec-
tion index 303 as “twice”.

Subsequently, with reference to FIG. 6 to FIG. 8, a descrip-
tion is made of processing of the recalculation criterion deter-
mination module 312 for determining a criterion for deter-
mining the recalculation of the detection index 303 based on
the amount of the input data 108, the maximum calculation
count m,,,. of the detection index 303, and the degree of
discrepancy 317.

FIG. 6 is an example of the degree of discrepancy 317
being the statistical information on the distance of the data
that arrives after the calculation of the detection index 303.
The degree of discrepancy 317 has entries 611 to 615 each
formed of a number i of pieces of data 601 received after the
calculation of the detection index 303 and a dispersion 0602
of'a magnitude of a vector obtained by summing up values of
vectors from the mean value of data being the detection index
303 to the pieces of arrived data. In the example of FIG. 6,
instead of creating an entry for every number i of pieces of
data, entries may be integrated into one if the number i of
pieces of data is equal to or larger than a preset value of 5
(615). It should be noted that the degree of discrepancy 317 is
calculated by the recalculation criterion determination mod-
ule 312.

Next, FIG. 7 is a flowchart in which the recalculation
criterion determination module 312 derives the recalculation
criterion. First, the recalculation criterion determination
module 312 receives a number N of pieces of input data and
the maximum calculation count m,,,. from the calculation
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count determination module 311 (701). As described above,
the maximum calculation count m,,,, is a maximum calcula-
tion count of the detection index 303 retrieved by the calcu-
lation count determination module 311 from the processing
time table 540 by using the request processing time 552.
Further, the number N of pieces of input data is the number of
pieces of input data 108 that are stored in the queue 305 and
have not been subjected to the processing of the anomaly
detection module 302, or the amount (byte count name or the
like) thereof.

Subsequently, the recalculation criterion determination
module 312 calculates a threshold value €_i by repeating the
processing of Steps 702 to 704 up to the number i of pieces of
data (601) of the degree of discrepancy 317. In other words,
the processing is repeated by the number of entries of the
degree of discrepancy 317.

In Step 703, the recalculation criterion determination mod-
ule 312 calculates a constant, by which the dispersion o(611
to 615) of the degree of discrepancy 317 is multiplied, for
each number i of pieces of data after the calculation of the
detection index from the number N of pieces of input data and
the maximum calculation count m,,,,,, based on a relationship
expressed by the following expression (703). This constant
may be calculated by a simple expression such as [N/(ix
m,,,.)], or another expression may be used.

Then, the recalculation criterion determination module
312 calculates the threshold value e_i for each number i of
pieces of data by the following expression (1).

€_i=([N/(iX1M,,0) ) xO (€8]

In accordance with the above-mentioned procedure, the
threshold value e_i to be the criterion for recalculating the
detection index 303 is calculated for every number i of pieces
of data of the degree of discrepancy 317.

The flowchart of FIG. 7 is repeated until the recalculation
criterion determination module 312 has finished the arith-
metic operation of the above-mentioned expression (1) for all
the entries of the degree of discrepancy 317.

FIG. 8 is an example of a recalculation criterion 319 cal-
culated in the processing of FIG. 7. The recalculation crite-
rion 319 has each entry formed of a number i of pieces of data
810 being the same as that of the degree of discrepancy 317
and a threshold value €_i 820 for each number i of pieces of
data. FIG. 8 shows an example in which the criterion is
derived by the expression of [N/(ixm,,,,)] where N=10 and
m,,,.=2. The recalculation criterion determination module
312 calculates the threshold value €_i being the recalculation
criterion for each number i of pieces of data after the calcu-
lation of the detection index as shown in entries 801 to 805. It
should be noted that the recalculation criterion 319 is retained
in the memory 202 in advance.

FIG. 9 is a flowchart illustrating an example of the process-
ing for determination of the recalculation of the detection
index 303 and for the recalculation, which is performed by the
index calculation determination module 313 and the index
calculation module 314 of the stream data processing system
206 according to this embodiment.

First of all, the index calculation determination module 313
receives N pieces of input data 108 (901). Subsequently, in
Step 902, the index calculation determination module 313
sets a data amount i received after the calculation of the
previous detection index 303 to 0 and a recalculation count m
of the detection index 303 to 0, and repeats the following
Steps 903 to 907 for all data serial numbers K=1to N (902 and
908).

First, the index calculation determination module 313 adds
data on the data serial number K, and then calculates the
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distance |Zv| between the detection index 303 (y) currently in
use and all the pieces of data received after the calculation of
the previous detection index y(903). The distance mentioned
here may be set as a length having a value obtained by calcu-
lating all the vectors connecting between the mean value of
the input data 108 serving as the detection index 303 and the
individual pieces of data and summing up all the vector val-
ues, or may be calculated by another method.

In Step 904, the index calculation determination module
313 determines whether or not the calculated distance 12v| of
all the pieces of data is larger than the threshold value e_i
being the recalculation criterion. If the distance |Zv| of all the
pieces of data is larger than the threshold value €_i, the pro-
cedure advances to Step 905. On the other hand, if the dis-
tance |12v| of all the pieces of data is equal to or smaller than
the threshold value €_i, the procedure advances to Step 906.

In Step 906 in which the calculated distance |Zv| ofthe data
is larger than the threshold value €_i, the index calculation
determination module 313 adds 1 to the data amount i after
the recalculation of the detection index 303, and moves on to
the processing for the subsequent piece of data.

On the other hand, if the calculated Zvl| is equal to or
smaller than the threshold value e_i, the index calculation
determination module 313 determines whether or not the
recalculation count m is larger than the maximum calculation
count m,, . (905). If the recalculation count m is larger than
the maximum calculation count m,,,, ., in Step 906, the index
calculation determination module 313 adds 1 to the data
amount i after the recalculation of the detection index 303,
and then moves on to the processing for the subsequent piece
of data.

On the other hand, if the recalculation count m is equal to
or smaller than the maximum calculation countm,,, , in Step
907, the index calculation determination module 313
instructs the index calculation module 314 to recalculate the
detection index 303. The index calculation module 314 recal-
culates a new detection index 303 (y), adds 1 to the recalcu-
lation count m, and advances to the processing for the subse-
quent piece of data by setting the data amount i after the
recalculation to 0 (907). After finishing the above-mentioned
processing for all the N pieces of data, the index calculation
determination module 313 brings the processing to an end
(909).

Next, with reference to FIG. 10A and FIG. 10B, a descrip-
tion is made of examples of a recalculation determination
result of the detection index 303 for the input data 108 and the
output detection index 303. FIG. 10A and FIG. 10B show
examples in which the number N of pieces of data is 10, the
maximum calculation count m,,,_is 2, and the values shown
in FIG. 8 are given as the threshold value e_i being the
recalculation criterion.

FIG. 10A is an example of the input data 108. In this
example, the input data 108 has each entry formed of a num-
ber i of pieces of data 1001, a value 1002 on the X-axis, and
avalue 1003 on the Y-axis, and 10 pieces of data correspond-
ing to entries 1010 to 1019 form the input data 108.

FIG. 10B shows the determination result of the recalcula-
tion, the detection index 303, and a midway result thereof that
are output as a result that the index calculation determination
module 313 and the index calculation module 314 perform
the processing of FIG. 9 for the input data 108.

FIG. 10B includes a serial number #1100 of data for cal-
culating the distance 1Zvl, a distance 1101 of the data 108
from the detection index 303 on the X-axis, a distance 1102
thereof from the detection index 303 on the Y-axis, a total sum
1103 of the distances of all the pieces of data after the recal-
culation of the detection index 303 from the detection index
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on the X-axis, a total sum 1104 of the distances thereof from
the detection index on the Y-axis, a calculated distance 1Zv|
1105, a recalculation determination result 1106 determined
from the threshold value €_i being the recalculation criterion
and the maximum calculation countm,,, .., a value 1107 on the
X-axis of the recalculated detection index, and a value 1108
on the Y-axis of the detection index. In FIG. 10B, in corre-
spondence with the entries 1010 to 1019 in FIG. 10A, 10
results corresponding to entries 1110 to 1119 are output.

For example, with respect to the entry 1010 (i=1, x=2.8,
and y=4.9) of the input data illustrated in FIG. 10A, the values
of'the detection index 303 at that time point correspond to the
entry 1110 in FIG. 10B, in which the value 1107 on the X-axis
is x=3.0 and the value 1108 on the Y-axis is y=5.0. Therefore,
with respect to the input data 108 of the entry 1010 in FIG.
10A, the distance 1101 on the X-axis and the distance 1102 on
the Y-axis from the detection index 303 of the entry 1110 in
FIG. 10B are -0.2 and -0.1, respectively. Because the entry is
obtained immediately after the recalculation, the total sum
1103 of the distances of all the pieces of data after the recal-
culation from the index on the X-axis and the total sum 1104
of the distances thereof from the index on the Y-axis are 0.2
and -0.1, respectively, as they are. As a result, the distance
1Zv] 1105 is 0.22.

In this case, because K=1 due to the first piece of data after
the recalculation, the threshold value €_1 is 10.0 in the entry
801 in FIG. 8, and hence it is determined that the recalculation
is unnecessary, to use the values of the index x=3.0 and y=5.0
for the subsequent piece of data as they are. In FIG. 10A, the
entry 1011 corresponding to the subsequent piece of input
data has x=0.2 and y=1.1, and hence, as shown in the entry
1111 in FIG. 10B, the distance 1101 from the detection index
on the X-axis and the distance 1102 from the detection index
onthe Y-axis are —2.8 and -3.9, respectively. The values of the
entry 1111 are added to those of the data corresponding to the
previous entry 1110, and the total sum 1103 of the distances
of all the pieces of data after the recalculation from the index
on the X-axis and the total sum 1104 of the distances thereof
from the index on the Y-axis are -3.0 and -4.0, respectively.
As a result, the distance 1Zv| 1105 of the entry 1111 is 5.00.
This value is larger than the threshold value e_2=3.75 of the
entry 802 in FIG. 8 being e_2, and hence the index calculation
determination module 313 determines that it is necessary to
recalculate the detection index 303. As a result, the index
calculation module 314 calculates x=2.7 and y=4.6 as a new
detection index 303, to process the subsequent piece of data.
After the processing for the input data 108 is thus continued,
when the entry 1018 being the ninth piece of data in FIG. 10A
is processed, the distance 1Zv| 1105 of the entry 1118 in FIG.
10B is 1.02. This value is larger than the threshold value 0.5
of'the entry 805 being €_5 in FIG. 8, but the detection index
303 has been recalculated twice already in the entry 1111
being a processing result of the second piece of data and the
entry 1113 being the processing result of the fourth piece of
data, and hence it is determined that no more calculation
cannot be performed.

By using the detection index 303 obtained in accordance
with the above-mentioned procedure, the anomaly detection
module 302 performs the anomaly detection for the input data
108.

According to the stream data processing system of the first
embodiment described above in detail, based on the data
amount of the input data 108 received by the stream data
processing server 100, it is possible to determine a recalcu-
lation count of the detection index 303 and the recalculation
criterion therefore and recalculate the index for the anomaly
detection at an appropriate timing, and it is possible to per-
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form the anomaly detection with high accuracy while secur-
ing a real-time property of the stream data processing system
206.

Second Embodiment

Next, as a second embodiment, a description is made of a
stream data processing system that uses a past index in a case
where the detection index 303 cannot be recalculated. It
should be noted that in the description of the second embodi-
ment, the same description of the configuration or processing
as that of the first embodiment is omitted. The configuration
of'a computer environment in which the stream data process-
ing server 100 according to the second embodiment is used
and the configuration of the stream data processing server are
the same as those of FIG. 1 and F1G. 2, and hence descriptions
thereof are omitted here.

FIG. 11 is a diagram illustrating a functional block con-
figuration of the software for executing the anomaly detection
processing for the stream data processing system 206 accord-
ing to the second embodiment. In FIG. 11, the components
denoted by reference numerals 301 to 307, 311, 312, 314,
316, and 317 are the same as those of the first embodiment
described with reference to FIG. 3, and hence descriptions
thereof are omitted here. In the second embodiment, in addi-
tion thereto, the detection index 303 calculated by the index
information storing module 315 in the past is retained as a
past index 318. Further, in addition to the function described
in the first embodiment, the index calculation determination
module 313 has a function of evaluating the distance IZvl also
for the past index 318 if'it is determined that the recalculation
is necessary after a maximum recalculation count of the
detection index is exceeded, and when an index having a
smaller distance |Zv| than the detection index 303 in use is
found, employing the index as the detection index 303.

Next, FIG. 12 is a flowchart illustrating processing for
determination of the recalculation of the detection index and
for the recalculation, which is performed by the index calcu-
lation determination module 313 and the index calculation
module 314 of the stream data processing system 206 accord-
ing to this embodiment. In FIG. 12, Steps 901 to 904 and 906
t0 909 are the same as those of the first embodiment described
with reference to FIG. 9, and hence descriptions thereof are
omitted.

In Step 905, if the recalculation count m is larger than the
maximum calculation count m,,,., the index calculation
determination module 313 acquires a past index from the past
index 318 in Step 910. Then, the index calculation determi-
nation module 313 evaluates the distance |Zv| of each past
index 318 from the input data 108. The index calculation
determination module 313 determines whether or not there
exists a value (past index y,) smaller than the distance |Zv| of
the current detection index 303 among the evaluated dis-
tances. If there is no value smaller than the distance [2v| of the
current detection index 303 (N in 910), the index calculation
determination module 313 adds 1 to the data amount i after
the recalculation (906), and advances to the processing for the
subsequent piece of data.

Onthe other hand, if there is a past index y,, smaller than the
distance |Xv| of the current detection index 303 (Y in 910), the
index calculation determination module 313 changes the
detection index 303 to this past index v,,, and advances to the
processing for the subsequent piece of data by setting the data
amount 1 after the recalculation to 0 (911).

FIG. 13A is an example of the past index 318. The past
index 318 has each entry formed of an index #3181 for storing
anidentifier of the detection index, Xave 3182 being the value

40

45

14

on the X-axis of the detection index, and Yave 3183 being the
value on the Y-axis of the detection index. In the example
shown in the figure, entries 1301 to 1306 are recorded.

Here, it is assumed that FIG. 10A shown in the first
embodiment is given as the input data 108, the number N of
pieces of data is 10 with the maximum calculation countm,,, ,,.
being 2, and the value of the first embodiment shown in FI1G.
8 is given as a recalculation criterion €_i. Entries 1110 to
1117,1120, and 1121 shown in FI1G. 14 indicate the determi-
nation result of the recalculation, the detection index 303, and
the midway result thereof that are output as a result that the
index calculation determination module 313 and the index
calculation module 314 perform the processing of FIG. 12 in
the same condition as that of the first embodiment. FIG. 14
shows the determination result of the recalculation, the detec-
tion index 303, and the midway result thereof in the same
manner as FIG. 10B.

In FIG. 14, the first to eighth entries 1110 to 1117 are the
same as those described with reference to FIG. 10B, and
hence descriptions thereof are omitted. In FIG. 10A, when the
entry 1018 corresponding to the ninth piece of data is pro-
cessed, the distance 1Zv| 1105 of the entry 1120 correspond-
ing thereto in FIG. 141s 1.02. This IZvl is larger than 0.5 being
the threshold value e_5 of the entry 805 shown in FIG. 8.
Here, with regard to the recalculation of the detection index
303, in FIG. 14, the recalculation has been performed twice in
the entry 1111 being the processing result of the second piece
of data and the entry 1113 being the processing result of the
fourth piece of data, and hence it is determined that no further
recalculation can be performed.

Therefore, as a result of performing the processing for
calculating the distance [2v| for each of the entries 1301 to
1306 of the past index 318, entries 1311 to 1316 in FIG. 13B
are obtained. In FIG. 13B, a distance [Xv| 3184 from the input
data 108 is obtained for each of the entries 1301 to 1306 of the
past index 318 in FIG. 13A, and the entries 1311 to 1316
correspond to the entries 1301 to 1306, respectively, in FIG.
13A. At this time, the distance |Zv| from the past index (4) of
the entry 1304 in FIG. 13 A is 0.58 in the entry 1314, which is
smaller than the distance 1Zv| from the current index being
1.02 (entry 1120 in FIG. 14), and hence x=3.0 and y=5.0
being the values of the past index 318 are substituted for the
detection index 303 (1120).

According to the stream data processing system 206 of the
second embodiment described above in detail, based on the
data amount received by the stream data processing server
100, itis possible to determine an index recalculation count of
the detection index and the recalculation criterion therefore
and recalculate the index and use the past index at an appro-
priate timing, and it is possible to perform the anomaly detec-
tion with higher accuracy while securing the real-time prop-
erty.

The different kinds of embodiment of this invention have
been described above, but this invention is not limited to those
embodiments, and it should be understood that various modi-
fied examples can be included. The above-mentioned
embodiments have been described for better understandings
of this invention, and this invention is not limited thereto.
Further, it should be understood that the components, func-
tions, processing, and the like of each of the above-mentioned
embodiments can be realized not only as a software configu-
ration formed mainly of a part or entirety thereof but also as a
dedicated hardware configuration or a configuration combin-
ing those.
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This invention can be applied to a stream data processing
system, a stream data processing device, and a stream data
processing method that are provided in order to guarantee
latency.

What is claimed is:

1. A stream data anomaly detection method, for detecting
an anomaly from input data received by an interface on a
computer,

the computer comprising:

a processor;

a memory;

the interface;

an input module for receiving the input data;

an anomaly detection module for detecting the anomaly
from the input data; and

an index management module for managing an index for
detecting the anomaly from the input data,

the anomaly detection method for stream data comprising:

afirst step of receiving, by the input module, the input data

received by the interface;

a second step of comparing, by the anomaly detection

module, the received input data with the index, and when

a difference between a value of the input data and the

index satisfies a predetermined condition, detecting the

anomaly from the input data; and

athird step of determining, by the index management mod-

ule, whether to recalculate the index,

the third step comprising:

a fifth step of calculating a maximum count of the recal-
culation of the index based on an amount of unproc-
essed input data that is yet to be processed by the
anomaly detection module among pieces of input data
received by the input module, an arithmetic operation
time required for the recalculation of the index, and a
time constraint set in advance;

a sixth step of calculating a predetermined threshold
value for each piece of input data received after the
previous calculation of the index;

a seventh step of calculating the difference between the
value of the input data and the index;

an eighth step of comparing the difference with the
predetermined threshold value that corresponds to the
piece of input data, determining that the index is to be
recalculated when the difference is greater than the
predetermined threshold value, and executing pro-
cessing for executing the recalculation of the index
until the maximum count of the recalculation is
reached, when the index is determined to be recalcu-
lated; and

a ninth step of substituting the index with the recalcu-
lated new index.

2. The stream data anomaly detection method according to
claim 1, wherein the fifth step comprises setting in advance a
processing time required for processing performed by the
anomaly detection module for each amount of the unproc-
essed input data that is yet to be processed by the anomaly
detection module, and calculating such a maximum count of
the recalculation that a sum of the processing time corre-
sponding to the amount of the unprocessed input data and the
arithmetic operation time required for the recalculation of the
index falls within the time constraint set in advance.

3. The stream data anomaly detection method according to
claim 1, wherein:

the sixth step comprises determining, based on the maxi-

mum count of the recalculation, the predetermined

threshold value for each of pieces of input data received
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after the recalculation of the index as a determination
criterion for recalculating the index;

the seventh step comprises calculating a distance between

the value of the input data and the index as the difference,
and calculating a total sum of the distances in order until
the number of pieces of unprocessed input data is
reached; and

the eighth step comprises comparing the total sum of dis-

tances with the predetermined threshold value corre-
sponding to the number of pieces of input data each time
the total sum of distances between the value of the input
data and the index is calculated in order in the seventh
step, and determining that the predetermined threshold
value is to be recalculated when the total sum of dis-
tances is larger than the predetermined threshold value.

4. The stream data anomaly detection method according to
claim 1, further comprising a tenth step of accumulating, by
the index management module, a past index when the index is
substituted,

wherein the eighth step comprises setting, as the new

index, the past index having the difference smaller than
that of the current index after executing the processing
for executing the recalculation of the index until the
maximum count of the recalculation is reached.

5. The stream data anomaly detection method according to
claim 1, wherein:

the input module comprises a queue for retaining the input

data; and

the third step comprises acquiring the amount of the input

data based on a size of the queue containing the unproc-
essed input data.

6. A stream data anomaly detection device, for detecting an
anomaly from input data received by an interface, the
anomaly detection device for stream data comprising a com-
puter,

the computer comprising:

a processor;

a memory;

the interface;

an input module for receiving the input data;

an anomaly detection module for detecting the anomaly
from the input data; and

an index management module for calculating an index
for detecting the anomaly from the input data,

the input module being configured to receive the input data

received by the interface,

the anomaly detection module being configured to com-

pare the input data received by the input module with the
index, and when a difference between a value of the
input data and the index satisfies a predetermined con-
dition, detect the anomaly from the input data,

the index management module comprising:

an index calculation determination module for deter-
mining whether to recalculate the index,

the index calculation determination module being config-

ured to:

calculate a maximum count of the recalculation of the
index based on an amount of unprocessed input data
that is yet to be processed by the anomaly detection
module among pieces of input data received by the
input module, an arithmetic operation time required
for the recalculation of the index, and a time con-
straint set in advance;

calculate a predetermined threshold value correspond-
ing for each piece of input data received after the
previous calculation of the index;
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calculate the difference between the value of the input
data and the index;

compare the difference with the predetermined thresh-
old value that corresponds to the piece of input data,
determine that the index is to be recalculated when the
difference is greater than the predetermined threshold
value, and execute processing for executing the recal-
culation of the index until the maximum count of the
recalculation is reached, when the index is determined
to be recalculated; and

substitute the index with the recalculated new index.

7. The stream data anomaly detection device according to
claim 6, wherein the index calculation determination module
is further configured to set in advance a processing time
required for processing performed by the anomaly detection
module for each amount of the unprocessed input data that is
yet to be processed by the anomaly detection module, and
calculate such a maximum count of the recalculation that a
sum of the processing time corresponding to the amount of
the unprocessed input data and the arithmetic operation time
required for the recalculation of the index falls within the time
constraint set in advance.

8. The stream data anomaly detection device according to
claim 6, wherein the index calculation determination module
is further configured to:

determine, based on the maximum count of the recalcula-

tion, the predetermined threshold value for each of the
pieces of input data received after the recalculation of
the index as a determination criterion for recalculating
the index;
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calculate a distance between the value of the input data and
the index as the difference, and calculate a total sum of
the distances in order until the number of pieces of
unprocessed input data is reached; and
compare the total sum of distances with the predetermined
threshold value corresponding to the number of pieces of
input data each time the total sum of distances between
the value of the input data and the index is calculated in
order, and determine that the predetermined threshold
value is to be recalculated when the total sum of dis-
tances is larger than the predetermined threshold value.
9. The stream data anomaly detection device according to
claim 6, wherein the index calculation module is configured
to:
accumulate a past index; and
set, as the new index, the past index having the difference
smaller than that of the current index after executing the
processing for executing the recalculation of the index
until the maximum count of the recalculation is reached.
10. The stream data anomaly detection device according to
claim 6, wherein:
the input module comprises a queue for retaining the input
data; and
the index calculation determination module is further con-
figured to acquire the amount of the input data based on
a size of the queue containing the unprocessed input
data.



